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a journey (starting on)
reverse engineering

game hacks on MacOS ARM and a
few Rosetta facts
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about me

nicole [ noblenote

e mature age student
e previously a proj. manager/consultant

e interested in firmware analysis and reverse engineering

@ https://kernelkennel.com || @ https://mastodon.social/@noblenote


https://kernelkennel.com/
https://mastodon.social/@noblenote

what you'll get out of this talk

how | approached learning game hacking in TYOOL 2025
e understand basics of how Rosetta works for x86_64
binaries on MacOS

« my first punt of game hacking an x86 game with no
reading of source, on Mac

» a small view of internal cheats for AssaultCube, the target
game



what you'll REALLY get out of this talk

[GitHub Support] - Reinstatement Request Inbo

1b Developer Support | | ; | | | -
..github.com/ticket/3855470> . <https://github.zendesk.com/images/2016/default-



Game Hacking

Academy

A Beginner's Guide to Understanding

Game Hacking Techniques

= O O0xDE57 / AssaultCubeHack Q Typeltho search

<> Code () lssues 2 11 Pull requests 1 ® Actions [ Projects ) Security |~ Insights

AssaultCubeHack Ppublic

& Watch 8

¥ master ~ ¥ 2Branches © 1Tag Q Gotofile t + <> Code ~

0xDE57 Merge branch 'master' of https://github.com/0XDE57/AssaultCube... 9f2245f - 6 years ago

AssaultCubeHack Fix platform config
docs attempt 3 fix
.gitattributes Add .gitignore and .gitattributes.

.gitignore Add .gitignore and .gitattributes.

AssaultCubeHack.sIn Fix platform config

LICENSE Create LICENSE

README.md Update README.md

@ 41 Commits

6 years ago
6 years ago
9 years ago
9 years ago
6 years ago
6 years ago

6 years ago

many cheat guides are
for Windows In
x86_64, and getting to
a decade old...

https://gamehacking.academy
https://github.com/0OxDE57/AssaultCubeHack


https://gamehacking.academy/
https://github.com/0xDE57/AssaultCubeHack

and i use macbook....

why?

| enjoy the aluminium block machine
tux-based Ul will kill me
ARM (M-series SoC) means battery life

and for Windows...
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| amMMECE

Processor e 2.2GHz

o 2.2GHz 6-core Intel Core i7, Turbo Boost up to
4,1GHz, with 9MB shared L3 cache

I n t e I M a C o Configurable to 2.9GHz 6-core Intel Core i9, Turbo

Boost up to 4.8GHz, with 12MB shared L3 cache

to Mx Mac o

Instruction Set Extensions @ Intel® SSE4.1, Intel® SSE4.2, Intel® AVX2

8664 to ARMGA MacBook Pro (15-inch, 2018) -

T“I‘-‘-A-I n-“‘:‘:“‘-‘-“

Games are still Chip Apple M2 Pro chip

« 12-core CPU with 8 performance cores and 4
mOSﬂy X86'64 efficiency cores °

e 19-core GPU
wait" how to run « 16-core Neural Engine

« 200GB/s memory bandwidth

games oh hew
Mac??

) ® ot Ve gy E <IN T Ea AT N
Apple M2 is a series of ARM-based system on a chip (SoC) designed by Apple, launched
2022 to 2023. It is part of the Apple silicon series, as a central processing unit (CPU) and

MacBook Pro (16 inch, 2023) -
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MacOS Games and Rosetta

Rosetta 2 is the way x86-64 binaries like most
games run on Apple Silicon. Phasing out in 2 major .

To install “Finale”, you need to install Rosetta.
Do you want to install it now?
osetta enables Intel-based features to run on Apple Silicon Macs.
eo ing applicati i i i i
ose
t

Welcome to the Finale Installer

releases from now...

f Il i d

1. Translated ahead-of-time in a cache at
/var/db/oah on first run.

2. Will parse all code needed from x86,
including libraries (signed or not)

3. Pretty efficent with translation, keeps self-
modifying code/indirect branches for JIT

compilation.



if you wanted to look at OAH...

You will need to disable SIP as oah and it's daemon to check oah oahd can't be seen by
root. SIP limits root somewhat on MacOS, and you should keep it on to not get computer lice

/war/ dhfoqh

583336 b05b0a4378e3c6c34£0e07aTbecdddeT50872ace0687cE Random UUID

|— 04187c33

| e Accessibi

06081ldedddd62458c¢ alfle2 ! : 92dcdZle Binary UUIDs
L Mantle.aot

076270253900£7af9d0831b4bl9f2ee5b5bd35d92a427ead9605cba0896d23cd

L — libswiftCore.dylib.aot AOT Files
07987c987ac91194c45aa96bec02502966545d4

L— nslgg.n aot

.version

Mandiant - Rosetta 2 Artifacts in macOS
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https://cloud.google.com/blog/topics/threat-intelligence/rosetta2-artifacts-macos-intrusions

—
® @ ® M cd/Applications/AssaultCube.app/Contents/gamedata\nlidb -- assaultcube.app/Contents/MacOS/assaultc...

0x10009b55d:
0x10009b561:
0x10009b569:
0x10009h56e:
0x10009b573:
0x10009b578:
0x10009b57d:
0x10009h584:
0x10009h589:
0x10009b591:
0x10009b594:
0x10009b597:
0x10009b59c:
0x10009b5a3:
0x10009b5a8:
0x10009b5b0:
0x10009b5b3:
0x10009b5bé6:
0x10009b5bb:
0x10009b5c2:
0x10009b5c7:
0x10009b5ca:
0x10009b5cd:
0x10009b5d5:
0x10009b5da:
0x10009b5e2:
0x10009b5e5:
0x10009b5e8:
0x10009b5f0:
0x10009b5F5:
0x10009b5fd:
0x10009b605:
0x10009h608:
0x10009b60d:
0x10009b614:
0x10009b619:
0x10009h6le:
0x10009b625:
0x10009b628:
Ax1TAAAQhAZH -

cvtsi2ss xmm3, ecx
movss xmm2, dword
call 0x10009ab50
mov edi, 0x1700
call 0x100156402
call 0x1001563F6

movss xmm@, dword
movss xmm3, dword
xorps xmml, xmml
Xorps xmm2, xmm2
call 0x100156444

movss xmm@, dword
movss xmml, dword
Xorps xmm2, xmm2
xorps xmm3, xmm3
call 0x100156444

movss xmm@, dword
xorps xmml, xmml
Xorps xmm3, xmm3
movss xmm2, dword
call 0x100156444
movss xmm@, dword
Xorps xmm2, xmm2
xorps xmm3, xmm3
movss xmml, dword
call 0x100156444
movss xmm@, dword
movss xmml, dword
movaps xmm2, xmmO
call 0x10015644a

movss xmm@, dword
movss xmml, dword

ptr [rip + 0xbd593]

i ==

1ldb_unnamed_symbol1840

; symbol stub for: glMatrixMode
; symbol stub for: glLoadIdentity
mov rax, qword ptr [rip + 0x13aéc4]

ptr [rax + 0x40]
ptr [rip + Oxbc263]

; __progname + 143552

; symbol stub for: glRotatef
mov rax, qword ptr [rip + 0x13aéa5]

ptr [rax + 0x3c]
ptr [rip + 0xbc350]

i __progname + 143552

; symbol stub for: glRotatef
mov rax, qword ptr [rip + 0x13a686]

ptr [rax + 0x38]

ptr [rip + Oxbc21f]

; __progname + 143552

; symbol stub for: glRotatef

ptr [rip + Oxbc28e]

ptr [rip + Oxbc204]

; symbol stub for: glRotatef

ptr [rip + Oxbclf7]
ptr [rip + Oxbc2fb]

; symbol stub for: glScalef
mov rax, gword ptr [rip + 0x13aé34]

ptr [rax + 0x8]
ptr [rax + Oxc]

i __progname + 143552

movaps xmm3, xmmword ptr [rip + Oxbc25b]

xorps xmm@, xmm3

xorps xmml, xmm3
moves ymm? dwnrd

ntr [rax + Ax1A]1

Get your x86 games on Apple
Silicon!

Debug-friendly AOT binary preserves
register names and symbols to refer to
the original binary.

o |ldb (see register/symbols)
o dtrace (syscalls & rosetta state)

e otool (disass w/ -tv)

Rosetta creates a return stack that
handles RIP-relative addressing (using
ADRP and ADD for PC-relative
branches)
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Process Layout in Rosetta 2

Original x86-64 Binary Kept for

> vmmap 4196 | grep 'Rosetta’ reference to JIT, and debugging

mapped file 10d061060-10d0c9000 /Library/Apple/usr/libexec/oah/ r

mapped file 10d0cd0B00-10d0d3000 /Library/Apple/usr/libexec/oah/ r -

Rosetta Thread Context 10d0d6000-10d0d7000 [ 4K 0K 0K OK] - DATA Read Only data (COhStS)

Rosetta Return Stack 10d0db06A-10d0dcO00 [ 4K 0K o] 0K] - 0 .

Rosetta Generic 10d0e0000-10d0e1000 [ 4K oK BK oK] AOT Translation Primary executable
_TEXT 7ffd1fc56000-7ffd1fc5e000 /usr/lib/libRosetta.dylib K] -

__DATA_CONST 7ffd49259F70-7ffd4925a308 /usr/lib/libRosetta.dylib ‘KJ 1 from oah

JIT Appended ARM64 for JIT usecases
Rosetta Support Code Syscall
translation

& Why is Rosetta 2 fast? - dougallj
https://dougallj.wordpress.com/2022/11/09/why-is-rosetta-2-fast/ 12


https://dougallj.wordpress.com/2022/11/09/why-is-rosetta-2-fast/

Why did | look at Rosetta 2?

our target games will be in x86, like many games - we'll need to keep this in mind!

» Frida/many frameworks for x86 hacks did not work with Rosetta 2
translation.

 We can leverage that x86 gets translated to inject x86 libraries for the AOT
cache.

» Without this game in mind, we could force conditions for JIT to always
consider via self-modifying code.

also... fun

& This is explored in Koh Nakagawa's blog using execv to explore Rosetta 2
https://ffri.github.io/ProjectChampollion/part1/


https://ffri.github.io/ProjectChampollion/part1/

okay lets start the game hack finally

14



The Obvious Disclaimer

These Cool Three Things Help You Enjoy Modding Without
Legal Aid

1. most EULASs prevent you from modifying the code

2.there ARE games that allow you and even encourage
you to reverse engineer!
o Squally https://github.com/Squalr/Squally

o PwnAdventure https://www.pwnadventure.com

tldr: don't have this ruins peoples fun and/or be illegal

15


https://github.com/Squalr/Squally
https://www.pwnadventure.com/

https://assault.cubers.net | https://github.com/assaultcube/AC

assaultcube - the
game of choice

covered extensively on Windows and
even has a run through on Intel Mac
using Frida for game cheats

https://jaiverma.github.io/blog/ac-hack

you

l}T{ |
MTP-51

shredded InsertNameHere

gg )
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https://assault.cubers.net/
https://github.com/assaultcube/AC
https://jaiverma.github.io/blog/ac-hack

my lives Ux1Btbs

) Signed () Unsigned

Options

= Value

ools used

1. BitSlicer (memory

18006f42b  458bf0 mov riad, r8d 18006f416 struct MonoJitInfoTablex mono_jit_info_table_find_internal(
18006f42e 488bea mov rbp, rdx 18006f4160 struct MonoDomain« domain, uint8_tx target, gboolean try_aot,
[ ) [ ) 180067431 4c8bfo mov. ris, rcx 180061410 gboolean allow_tramp)
18006434 e887cafaff call  mono_hazard_pointer_get
sca n n I n g ea n g I n e c o n e 180061439 ffe5912f4300 inc dword [rel jit_info_table_lookup_count] 18006f410 {
1800643f 498d8148010000 lea rex, [r15+0x148] 18006434 struct MonoThreadHazardPeinters* hazard_ptr = mono_hazard_pointer
18006446 4481583214300 mov r10d, dword [rel jit_info_table_lookup_cou 18006439 jit_info_table_lookup_count = (jit_info_table_lookup_count + 1);
18006T44d 4533c0 xor rg8d, r8d {exe} 18006f446 jit_info_table_lookup_count;
180067450 488bdo mov rdx, rax 18006f464 struct MonoJitInfoTablex jit_table = jit_info_table_find(mono_get
[ ] [ ] [ ] [ ] 180067453 433bfs mov rdi, rax 18006469 struct MonoJitInfoTablex jit_table_aot = jit_table;
18006456 eB8aS5c9faff call mono_get_hazardous_pointer 18006f46fF if (hazard_ptr != @)
. BinaryNinja (decompile tha mers e W g it
18006f45e 488bd7 mov rdx, rdi 18006476 hazard_ptr->hazard_pointers[@] = ©;
180067461 488bc8 fmov rex, rax 18006f476 }
180067464 e807f3ffff call jit_info_table_find 18006480 if (jit_table == @)
° 180067469 488bd8 mov. rbx, rax 18006f47d {
I 18006f46c  4885fF test  rdi, rdi : 18006f4al if (try_aot != 0)
[ 180e6fdef T40c je ©x18006f47d H 18006f49¢e {
18006f4ab if (mono_get_root_domain() == )
18006f471 fea30c2400 lock or dword [rsp {var_38}], oxe 18006f4a8 i
180067476 4870700000000 mov gword [rdi {MonoThreadHazardPointers::haza 18006f4ab goto reset_table;
18006f4ab }
18006T47d 4885c0 test  rax, rax 18006F4bc if (mono_get_reot_domain()->aot_modules == @)
L L D B L LV M 180067480 741c je 6x18006f49e 18006f4b9 {
. 18006f4bc goto reset_table;
180067482 7462000000010 test  dword [rax+6x20 {MonoJitInfoTable::is_tram 18006F4bc }
180061489 08495000000 je 0x18006f524 18006f4de struct MonoJitInfox table = jit_info_table_find(mono_get_ /
18006F4e6. if (table != @)
18006f48f 85f6 test  esi, esi 18006F4e3
180067491 @f858d000000 jne 0x18006f524 18006F4f7 jit_table_aot = jit_info_find_in_aot_func(domain, tab
. . 18006f4f1 }
' F r I d a CO u | d a I SO b e u S ed — a p a I n 18006497 33c0 xor eax, eax {0x0} 180064 fd if (hazard_ptr != @)
24
-> 25 _ IF MY88-VAR-2 OF feedback THEN
d 1 1 86 26 PERFORM IMPOSSIBLE
ue 1o It wanting to target x 27 EnD-1F
28

(11db) fr v -format x -L FEEDBACK

addreSS Space When running a 0x00007fba6846908: (FEEDBACK) FEEDBACK = {

0x00007ffbab6846908: CONDITION-TOKEN-VALUE
0x00007ffba6846908: CASE-1-CONDITION-ID

0x00007ffba6846908: SEVERITY = @x0000
Rosetta g a m e cee 0x00007ffbab684690a: MSG-NO = @x0001
}

[
e

0x00007ffbab684690cC: CASE-SEV-CTL-0@ = {
0x00007ffbab84690cC: CASE-SEV-CTL = {
0x00007 ffba684690cC: [0] = @x41

}
0x00007ffba684690d: FACILITY-ID = {
0x00007ffba684690d: [0] = @xc3

[1] = 0x3a



1101
0010

0

9 BitSlicer

010010

https://github.com/zorgiepoo/Bit-Slicer
Similar to Cheat Engine but for MacOS

Narrow down values in memory, debug
instructions and write scripts again vm
regions and debugger methods...

Value Type Active
3 0000 FAA3 0000 CBC4 Byte Array ] £
) 0000 FAA3Q000CBCS Byte Array < ~

laying 2 values

B B0 00 20 00 DO B0 B0 0D 0D B0 OB 98 0O
B B0 B0 20 00 DO 00 B0 00 0D 00 0P 08 0O
B B0 B0 20 00 DO 00 B0 0O 0D 00 G0 08 0O
B B0 B8 20 &0 DO 00 00 00 0D 00 0D 00 B0
B 00 B9 90 &0 D0 00 90 00 00 B0 00 90 00
B 00 B9 90 &0 D0 90 90 00 00 B0 00 90 B0
B 30 B9 90 &0 D0 00 90 00 00 B0 00 90 B0
B B8 28 3B 32 A0 00 00 00 BB 28 3B 32 A8
Z BB ZA B9 20 PO 00 B0 00 DD B0 B0 09 B8
B B8 4D 4C 38 49 @5 1F D9 49 9C 5C 2ZF 49
F 49 2F 6B DB 49 71 EF 38 49 11 SA DB 49
B B0 B0 20 00 DO 00 B0 00 0D 00 0P 08 0O
B B0 00 20 00 B 13 4C 32 0D 00 00 00 00
Z 00 B9 90 o0 D0 00 90 B8 00 D@ 4C 3Z @
B 88 2C 4D 3Z 00 09 90 00 00 90 o0 90 00
B 00 B9 90 &0 B9 E4 4D 32 00 90 00 90 00
B B3 @0 B9 00 0O 00 0D 00 DD B0 B0 08 B8
B B3 @8 B9 80 B0 00 B0 00 DD B8 B0 09 B8
B B3 @0 B9 00 0O 00 0D 00 DD B0 B0 08 B8
B B0 B0 &0 00 DO 00 B0 00 0D 00 G0 08 0O
B B0 B0 20 00 DO 00 B0 0O 0D 00 G0 08 0O
B B0 B0 20 00 DO 00 B0 00 0D 00 0P 08 0O
B B0 B0 90 &0 DO 00 0D OO 0D B0 0D 90 00
B 00 B9 90 &0 D0 90 90 00 00 B0 00 90 B0
B 00 B9 90 &0 D0 00 90 00 00 B0 00 90 00
B 29 60 90 &0 00 90 90 00 00 90 00 98 00
B B3 @0 B9 00 0O 00 0D 00 DD B0 B0 08 B8
Selected address Is OX10EQOCCG20

iZ iZ

AZ AZ *
MLBI .I.M\AI
#0.I../1/k.1q.081 Z.I

Lz
tLZ L2
M2
M2 M2

Deb

[F] dosbox-staging (29... %

Break Address
Ox104A8914C
Ox104A89150
Ox104A89154
Dx104A89158
Ox104A8915C
Ox104A89160
Ox104A89164
Ox104A89168
Ox104A8916C
Ox104A89170
Ox104A89174
Ox104A89178
Ox104A8917C
Ox104A89180
Ox104A89184
Ox104A89188
Ox104A8918C
Ox104A89190
Ox104A89194
Ox104A89198
Dx104A8919C
Ox104A891A0
Ox104A891A4
Ox104A891A8

Instruction

movk w8, #0xf, Isl #16
umull x8, w0, w8

str x8, [sp, #8]

add x0, sp, #8

bl #0x104d11ced

ldp x29, x30, [sp, #0x1(
add sp, sp, #0x20

ret

stp x20, x19, [sp, #-0x2
stp x29, x30, [sp, #0x1(
add x29, sp, #0x10
mov x19, x0

ldr x0, [x0, #0x18]

cmp x19, x0

b.eq #0x104a89198
cbz x0, #0x104a891a4
ldr x8, [x0]

Idr x8, [x8, #0x28]

b #0x104a891a0

Idr x8, [x0]

Idr x8, [x8, #0x20]

blr x8

mov x0, x19

ldp x29, x30, [sp, #0x1(

foptfhomebréﬁfﬂeila_r_fdﬁsbox—;tagingj
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https://github.com/zorgiepoo/Bit-Slicer

cool! now what would we want to edit in a video game
cheat?

Think about what gives you an advantage in a first-person shooter like AssaultCube.
What would it's type likely be? Where would it be in memory?

e health (likely an integer; could be defined and initialised per-player from a
signature/definition)

e ammo (same....)

e location (could be a float or large int, with X/Y/Z locations, kept per-player or in a list

of players?)

How would the game track all players, would it pass-by-reference or value?

19



finding these values in memory

We can try to use a debugger like LLDB at this stage, but that is very precise for what we are
trying to do, getting a needle in a haystack. We can script it, or use BitSlicer to look for known
values!

AssaultCube isn't in ARM, but translated over x86 for M-series Macs. This means we'll
need to keep this in mind when we see instructions in our debuggers or tools.



Write Execute | Qualifier: Unsigned

oc Small, rw- (HEALTH_DISPLAY)
oc Small, rw- (HEALTH_ACTUAL_DREF)

Address Value

0x7F9F9600C700 37
0x7F9F962F4218 100

AssaultCube

204

Endianness:

37
Big
Type

32-bit Integer
32-bit Integer

the offset safari

Using BitSlicer - ask for all values at
100, then take damage and ask again till
you have very few, then edit them!

After that, set a watch on your
addresses for read/write.

str w3, [x15, #0x418]
ldr w23, [x14, #0x550]
;y W is lower 32-bits of X-registers in AArch64



pointing to pointer chains

okay.... so we have the value and the offset from x15 (temp registers) for further work

str w3, [x15, #0x418]

Accessed 1 time

Registers

... etc etc

x15 = Ox7F9F962F3E00 (140323396206080) <— this plus 0x418
fp 0x201223F20 (8608956192)

INg 0x101280ED4

x15 + 0x418 is 0x7F9F962F4218 !

Bit Slicer can help us here again - resolving variables from a pointer!
Using this value to resolve, we'll get the health variable in _DATA.



slay! this is our base_addr + offset value.

Address: | [0x10110DEFOQ] !
lyte
q [address] will be substituted with the pointer value read at address.
.~ base("executable") will be substituted with the address of executable. |
9 symbol("symbol") will be substituted with the address of symbol.
label("label") will be substituted with the address of label.

loir
cancel (T

Why is it still indirect? In the x86-64 tutorials, this is just the address offset (eg: base() +
0x1000 ).

This is due to Rosetta's AOT and how it resolved to shared data, but that's okay - we just can
get the base address and do napkin math!

23



calculator time a sudo ./get_task_for_pid

Enter pid: 74721

now we just get the base address of our pid = 74721
I ) Got Mach task = 0x1d03
currently running process. Found executable region: 0x100£34000 - 0x100£35000
. Task 1s running 16 threads
we can use: Thead 6
- : fp = 0x0000000064000000
* LLDB's [image Llist Ir = 0x00007FF8925240d8
sp = 0x000000010940da70
* oc = 0x00007fF89521eb80
e Practice with |task_for_pid() cpsr = 0x88001000
. X0 = Ox000000000000ae03
and mach_vm_ reg 1on( ) to learn x1 = 0x0000000000000002
more about how we'd make an x2 = 0x0006000000060042
. x3 = Ox0000000000000000
external cheat with Mach tasks. x4 = 0x0000000000000000
vhE — AvARARARARAANAANARARN

& attilathedud/macos_task_for_pid
https://github.com/attilathedud/macos_task_for_pid 24


https://github.com/attilathedud/macos_task_for_pid

runcuon
nicole (noblenote)

mach_vm_allocate

macOS 10.4+

kern_return_t mach_wi ‘ £

Kernel / Kernel Data Types / kern_r

Type Alias

kern_return_t

macOS 10.0+

Mad World by Tears For Fears Original HQ 1983

25



we are back - 0x10110DEF0 (health) - 0x100F34000 (base) = 0x1D9EF0

get_base_address(task: task_t) —> Option<u64> {
address: mach_vm_address_t = 1;
size: mach_vm_size_t = 0;
info = vm_region_basic_info_64::default();
count = VM_REGION_BASIC_INFO_COUNT_64;
object_name: mach_port_name_t = 0;

{
mach_vm_region(
task,
& address,
& size,
VM_REGION_BASIC_INFO_64,
& info * _ vm_region_info_t,
& count,
& object_name,
) == KERN_SUCCESS
{
prot: i32 = info.protection.try_into().unwrap();
(prot & VM_PROT_READ != 0) && (prot & VM_PROT_EXECUTE !'= 0) {
println!(
"{}: ox{:x} - ox{:x}",
"Found executable region".green(),
address,
address + size
);
Some (address) ;
¥
address += size;
}
¥
None



making game cheats with these offsets

I'll be working on an internal cheat to slip into the Rosetta 2 AOT cache, which will be internal.
But here's some definitions on external vs. internal cheats

o External (use task _for_pid() or alike methods to control process memory via
another process. Another process accesses region to own targets flow)

o Internal (load your codecave/cheat as a library that the process brings along for the
ride, or directly recompile)

‘#there's way more styles #

e hardware (DMA)

e hypervisor

27



well now we can leverage the fact it's x86!

Similarto LD_PRELOAD forces libraries to load ahead of a process, we can use
DYLD_INSERT_LIBRARIES to throw a .dylib file

DYLD_INSERT_LIBRARIES=/x86_64-apple-darwin/ac_itrn.dylib
./assaultcube.app/Contents/Mac0S/assaultcube —--home=/Library/Application
Support/assaultcube/v1l.3 --init -w960 -h600 -z32 -a0 -t0 -s8

Rosetta 2 has less bounds compared to signhed ARM/Univeral binaries, and since this is just
x86, we can chuck in this DYLD!

This is also how the POOLRAT (2023) Python2 executed x86-64 versions of ping/chmod to
ARM via Rosetta 2.. but also how we have the AOT evidence of it in MacOS victims!

& 3CX Compromise via POOLRAT
https://cloud.google.com/blog/topics/threat-intelligence/3cx-software-supply-chain-compromise


https://cloud.google.com/blog/topics/threat-intelligence/3cx-software-supply-chain-compromise

psuedocode of a library to access health

get_base() —> Option<usize> {
Some(_dyld_get_image_header(0) usize)

¥
patch(offsets: Vec<usize>, base: usize) {
walker = base;
i 0..offsets.len — 1 {
walker = x(base).wrapping_add(offsets[i] / std::mem::size_of::<usize>());
addr = 0 {
¥
b
final_address = (walker + offsets[offsets.len() - 1]) * u64;
*xfinal_address = 9999;
println!("freaked it!");
¥
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we did it folks... the hello world of game cheats

» 0:00/0:07
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It's Just Memory for: pairs of 3x floats (XYZ/velocity), ammo, weapon choice, grenades...

» 0:00/0:03
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what about finding how our player gets edited?

We know the location for our health value, they are not instructions, and we know that Rosetta
2 is running this on AArch64.

We can check in a disassembler the health location to understand how the program works in
x86 via disassembly, then checking for symbol stubs in the AOT.

This is where it gets interesting. Sure, we can find it in our x86 code, but what about those
ARM LDR/STR instructions in BitSlicer and LLDB?



disassembly idea...

We could use the XREF of base_address + 0x1DEF90 (health) to understand what functions
are using this value...

We can look at possible functions where values in an instantiations of player values get
edited.



£ - | assaulicube X+
# Memory Map Mach-0 =
Segments 1681d9dda
. 1881d9dds
{Tt  starr = End Length  Flags Region Source 1001d9ded
Bx100000000 ©x1001ac008 OxB@1acHBd r-x  origin=Mach-_ Mapped Load Region 1881 d9des
1881 dadfa
|eﬂ“lw Bx1881b3008 Gx00087088 v origin<Mach-. Mapped Load Region 1ea1dsdfa
1881d9e68
8x1881b30BE Bx188179008 6xDOGIEEBE v unbound_origi- Unbacked Region 1881d9e88
1881d9e18
?:E Bx1081 0808 Ox10E200408 OxDOOOT4EE origin<Mach-. Mapped Load Region 1881d9e18
ﬁ Bx1e0208418 ex1BEZE10710 exBooedcs mnbound_origi- Unbacked Region :$::h23
S S P 1001d9e38
Bx1008287818 Ex108281848 Oxoo0EHNIN unbound _oriod. Unbacked Reaig = 1081d9e38
ga Sections I 1881d9e48
Id ;":Iﬁ I‘I

Lt
--ConstE16 poge b on 1 I 1 e58
1881 d9eb8
__obje_nlcls. @x1861afboe @x18e1afbse Default 1081d9¢68
d%e78
—-objc_proto_ 8x1887 ﬂx1w1a thaul I I I I I I EH“‘N
1d9e88

__ubjc,imnge_ 1 aul'. S r u C
o000 00 d“‘“““
__objo_const ‘Inﬂnﬂ! lafchd Do o M- 621dve90
199109&93
~-obic_selre- @x1867afchd Sx1001afdde Read-only data = 1ea1ddead
""" 1ea1dseat
Cross References 1661d%eba
* Filter [212) 1881d9eh8
. 1ealdfece
D1~ Address Function Preview 1081d0ecE
|+ 1veadee2d sub_1808cfset mov  rdx, qword [rel @x1ea1dvere] 1801d9ed0
|& 100840887 sub_1888cTI8E mov rdx, qword [rel @x1ee1d9era] 1ee1dseds
& 106841318  sub_1888d138¢ mov rdx, quord [rel @x18aidvera] 1001d9eedl
| 1008d2552 sub_190GC264E mov.  rax, qword [rel @x18¢1d9efe] bl
| 1008d287b sub_1P@6d286¢ mov.  rax, qword [rel @xie@idvefe] 1061d%eF8
& 18ead28fs  sub_1000d286¢ mov rex, gword [rel 8x18e1dgetfa] 1ea1dsfea
|& 1ee8d2al®  sub_1808d299¢ mov rax, qeord [rel @x1601d9efa] 1ea1d9fes
|¢ 1808d2e78 sub_1800d259¢ mov  rax, qword [rel @x18e1d9efa] bl
l&=  1008d2fed  sub_1800d299¢ mov rax, gword [rel @x1861d9efa] 1e@1d9f28

T
]

88 86
88 8o
88 80
88 88
88 80
o8 ee
88 88
88 80
00 Be
88 88
o8 8o
88 88
88 88
o8 8o
88 8o

EE2228823E22z23z2¢832z8822883

2332358238283

2EE2E22EZREEREREEREREEZRERQE)EERE2RERTERRERE

EEEzE8Ec2E8EE8E
2228388288888838
BEEEEE2E228888888

EEEZIEEEREZEE32E22EEEE828es
223338822838 8382888382888

EEEZEEZEE2EEEERE

2g2528238888828

;ﬁ”“’”’””:?

2325232328235 28828838¢828¢:¢8

m T R B T

18e8ee3de
1888ee3da

1688ee3de
16888ee3da
1888ee3da
1688ee3f8
1888ee3f8
1688ee481
1888eed4Bc
16888eeddc
18e8ee6fd
1688eebfd
168868eed417

10§47,
'EglEe42b

ed2b
1686eed38
1688ee443
1688ee459
1688ee459
16886eed72
1680ee472
1688eed48d
1688ee49d
1888ee49d
1668eedaf
1688eedaf
1688eedba
1888eedba
18688eedba
1686eedcd
1688eeddd
1688eeddd
1880eedf6
18868ee4f6

int64_t player_editing(int64_t* argl, int32_t arg2,
vold* argé, int32_t arg7, int3Z_t* arg8)

int32_t result = data_l1881d9efc;
if (result > 8)

{

int6d4_t 1 = 8;

int32_t var_34_1 = arg2;

do
{

un

int32_t r15_1 = **[(yint32_t**)&data_10|
sub_10808088c258(argl, @xfffffffs);
sub_188088c258(argl,

*(uint32_t*)(*(uint64_t*)(data_1081d9efd + (i
sub_186868c258(argl),

*(uint32_t*)(*(uint64_t*)(data_1801d%9efd + (i
sub_10008e6da(*(uinted4_t*)(data_1881d%efe + (i =<
inted_t rax_8 = (inted_t)

*(uint32_t*) (*(uint64_t*)(data_1881d9efd + (i
void* rax_9 = &(&data_1881b1968)[rax_8];

if (rax_8 >= 5)
|  rax_9 = &data_1881b1938;

sub_1868088e6d8(*(uint64_t*)rax_9, argl);

sub_18888c258(argl,
*(uint32_t*)(*(uint64_t*)(data_1ea1d9efe + (i

sub_188688c258(argl),
*(uint32_t*)(*(uint64_t*)(data_1081d9efe + (i

1nt32 t* rex_2 = *(uint64_t*)(data_ 1BB1d9efB + (1 << 3));

ction;returning te

<< 3)) + 4));

<< 3)) + 8x3b8));
3)) + 8x29¢c, argl);

<< 3)) + 6x3al);

<< 3)) + B8x548));

<< 3)) + Bx53c));

int32_t arg3, int32_t* argd, int3Z_t* argh,

34



final takeaways

amazon kindle title: How | Learned to Stop Worrying a\x9SIGILL

1. Learning RE against larger binaries is honestly way more obtuse than CTFs.
o Often you won't get anywhere. We have toolchains, fuzzers et. al for this stuff if
you want to break it quick.

2. This is amazing at getting you across how binaries work and what the hell you are
looking at!
o This is so informative, especially if working in an environment you work with all
the time, like MacQOS, on the trade-offs of fast, efficent translation of x86.

3. get curious even if you don't know what the end goal is

4. VR optimist: assume a value is something that can be found; the skill of finding it and

if it's useful comes with time and skill
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thank you!
thanks to:
o dougallj (https://dougalljwordpress.com/2022/11/09/why-is-rosetta-2-fast/)

o tsunekoh (https://ffri.github.io/ProjectChampollion/)

o josh goddard (https://cloud.google.com/blog/topics/threat-intelligence/rosetta2-
artifacts-macos-intrusions)

o jai verma (https://jaiverma.github.io)

code will be up when my github is not banned for putting memory scanning tools on a newish
account...lol - will notify on mastodon

@ https://kernelkennel.com || @ https://mastodon.social/@noblenote
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